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cybersecurity vulnerabilities into critical power system protection functions. This
study presents an intelligent expert decision-support framework utilizing
conventional machine learning algorithms and stacking ensembles to classify
physical power faults alongside distinct cyberattack vectors within International
Electrotechnical Commission (IEC) 61850 - based digital substations. Evaluating a
publicly available 52-feature digital substation dataset, an initial integrity
assessment revealed event overlaps between official splits, prompting the
implementation of stratified five-fold cross-validation for robust model
validation. Gradient Boosting demonstrated superior diagnostic performance,
achieving 87.20% accuracy, a 0.791 macro averaged Fl-score, and an 0.809
Matthews correlation coefficient. Feature ablation established that protocol-level
and consistency features yield higher predictive value than raw electrical
measurements. While effective at identifying physical faults and masquerade
attacks, reduced recall on replay and injection threats highlights specific
diagnostic limitations. Ultimately, this research provides an actionable applied
framework emphasizing data integrity and class wise evaluation for critical

infrastructure cybersecurity systems.

1. Introduction

The digitalization of electrical substations has transformed the way protection, monitoring, and
control devices communicate within modern power systems. The IEC 61850 standard supports
communication among intelligent electronic devices (IEDs), merging units, protection relays, and
circuit breakers. In particular, Generic Object-Oriented Substation Event (GOOSE) messages support
the rapid exchange of event and protection-related information, while Sampled Values (SV) transmit
digitized current and voltage measurements. Although these communication mechanisms improve
interoperability and automation, they also expose substation operations to cybersecurity threats.
Attacks on communication networks can compromise message integrity, interfere with control
decisions, and potentially affect the operation of physical equipment [1,2,3,4]. Digital substations are
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cyber-physical environments in which network activity and physical electrical processes are closely
connected. An attacker may impersonate a legitimate device, replay previously captured messages,
inject falsified information, or manipulate control-related communication. Such attacks can make a
malicious message appear legitimate or cause a protection system to receive information that does
not represent the actual state of the electrical network. Research on smart-grid cybersecurity has
examined these threats and discussed defense mechanisms involving communication security,
anomaly detection, and intelligent classification [2,3,4,5]. Consequently, intrusion detection is an
important part of protecting digital-substation communication and supporting reliable power system
operation. Machine learning (ML) provides a data-driven approach to identifying abnormal patterns
in smart-grid communication. A trained classifier can analyze message counters, inter-message
timing, device states, consistency indicators, and electrical measurements to distinguish normal
events from faults and cyberattacks. Previous studies have investigated ML-based security
mechanisms for smart grids, including approaches for detecting false-data injection and other
malicious activities. Comparative studies have also considered tree-based classifiers, support vector
machines, and neural-network-based methods for identifying abnormal behavior [5,6,7]. However,
model performance depends not only on the selected algorithm but also on the quality, diversity,
and independence of the data used for training and evaluation. Several conventional classifiers are
suitable for evaluating this problem. Decision Trees provide rule-based classification, while Random
Forest and Extra Trees combine multiple trees to model nonlinear relationships. Gradient Boosting
builds successive learners to improve predictive performance. Logistic Regression provides a linear
baseline, whereas Support Vector Machines (SVMs) and k-nearest neighbors (k-NN) offer alternative
approaches based on decision boundaries and local similarity. Ensemble methods can combine
predictions from several classifiers, but their effectiveness depends on the quality and diversity of
their component models. Previous smart-grid intrusion detection research has demonstrated the
potential of tree-based and other ML methods, while broader reviews have highlighted continuing
challenges related to model robustness, computational cost, and practical deployment [5,8]. A
particularly important challenge is the reliability of the evaluation dataset. High classification
accuracy does not necessarily demonstrate that a model can recognize previously unseen attacks.
When training and test sets contain duplicated events or closely related records, a model may exploit
information shared between the two sets rather than learn patterns that generalize to new
observations. Dataset construction and validation are therefore important considerations in smart-
grid intrusion detection research. Alani and Baker examined the characteristics of smart-grid
intrusion detection datasets and discussed their use in ML-based security research [9]. More broadly,
research on ML-based smart-grid intrusion detection has identified data generation, evaluation
procedures, and testbed characteristics as important factors affecting the interpretation of reported
performance [8,9]. Class imbalance presents another challenge in multiclass intrusion detection.
Normal events and frequently occurring attack types may dominate a dataset, while less frequent
classes receive limited representation. Under these conditions, overall accuracy can hide poor
detection of security-relevant events. Macro-averaged precision, recall, and F1-score provide a more
balanced assessment because each class contributes equally to the final metric. The Matthews
correlation coefficient (MCC), confusion matrices, receiver operating characteristic (ROC) curves, and
precision—recall analysis provide additional information about classification quality and class-specific
errors. These measures are especially important when replay and injection attacks are difficult to
distinguish from normal traffic or from other attack classes [10]. Recent research has continued to
investigate intelligent security mechanisms for digital substations and smart grids. In particular,
research on IEC 61850-based substations has examined recurrent neural networks and other
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learning-based methods for detecting attacks involving GOOSE communication. Broader reviews
have also discussed the opportunities and limitations of ML-based cybersecurity, including dataset
limitations, model robustness, and the challenges of deploying detection systems in operational
environments [11]. Nevertheless, reliable evaluation requires more than comparing headline
accuracy values. It also requires checking data integrity, reporting class-wise performance, and
examining which features contribute to the predictions. Feature-ablation analysis can help determine
whether detection depends primarily on protocol behavior, consistency flags, or physical electrical
measurements. Protocol counters and timing information may reveal abnormal communication,
while consistency indicators can identify disagreement between commands and the reported
physical state. Electrical measurements may provide complementary evidence, but their contribution
depends on the attack scenarios represented in the dataset. Comparing different feature subsets can
therefore clarify which information supports classification and whether a model relies on signals that
may be specific to the testbed. This type of analysis is particularly relevant when the objective is to
develop efficient and reliable detection methods rather than maximize accuracy on a single dataset.

Against this background, this study evaluates seven conventional ML classifiers and a stacking
ensemble for multiclass intrusion detection in an IEC 61850 digital-substation testbed. The dataset
contains five classes: Normal, Fault, Masquerade, Replay, and Injection. Before model training, the
official training and test files are examined for missing values, duplicated records, class distribution,
and event-level overlap. The analysis reveals that both files contain the same underlying events, with
differences limited to four derived protocol features. Accordingly, the official split is retained for
comparison, while stratified five-fold cross-validation is used as the primary evaluation protocol. This
approach provides a more cautious assessment of the models' ability to classify events that are
excluded from the corresponding training fold.

The main contributions of this study are summarized as follows:

1. The relationship between the official training and test files is examined to identify event
overlap that may produce overly optimistic performance estimates.

2. Seven conventional ML classifiers and a stacking ensemble are evaluated using the official
split and stratified five-fold cross-validation.

3. Accuracy, macro-averaged precision, recall and Fl-score, MCC, confusion matrices, and
ranking metrics are used to assess overall performance and weaknesses in detecting individual
attack classes.

4. Protocol features, consistency and relay flags, and electrical measurements are evaluated
in different combinations to identify the feature groups that contribute most to classification.

5.The study examines whether stacking improves on the best individual classifier and
discusses the dataset and evaluation limitations that must be addressed before applying the
findings to operational substations.

2. Methodology
This section describes the dataset, the integrity checks that shaped the evaluation design, the

exploratory analysis, the seven base classifiers, the stacking ensemble, and the evaluation protocols.
The overall workflow is shown in Fig.1.
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2.1 Testbed and Data Source

This study uses a publicly available Kaggle dataset derived from an IEC 61850 digital substation
testbed. The testbed, illustrated in Fig.2, represents a substation communication environment in
which protection related measurements and control messages are exchanged over a switched ring
network. It comprises four Merging Units (MU1-MU4), a Protection Intelligent Electronic Device
(IED), an Intrusion Detection System (IDS), an attacker node, and a circuit breaker (CB). The Merging
Units digitize current and voltage measurements from four transformers and transmit the resulting
data as Sampled Values (SV). The Protection IED processes the SV streams and communicates
through Generic Object-Oriented Substation Event (GOOSE) messages to support protection
operations. Meanwhile, the IDS monitors network traffic, and the attacker node represents a
potential source of malicious communication within the same network. The circuit breaker receives
GOOSE trip commands from the protection system.

Each dataset record corresponds to a monitored event and is assigned to one of five classes:
Normal, Fault, Masquerade, Replay, or Injection. These classes represent normal operating
conditions, physical faults, and three cyberattack scenarios, respectively. This combination of
physical and cyber events provides a basis for investigating whether machine learning models can
distinguish legitimate substation operation from fault conditions and malicious network activity. The
dataset is therefore used to evaluate the classification performance of the proposed detection
framework under different operating and attack scenarios.

Kaggle IEC 61850 L (111[instsf;§g[)(,ilcngfii§fes ey Exploratory Feature set
GOOSE/SV dataset Train/Tost ovealap) analysis (52 features)
v
. Evaluation: ;
Ablation & i = Stack 7b
Interpretation CIHCELep < en:zn:glge class?;::rs
5-fold CV

Fig. 1. Overall workflow of the study.
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Fig. 2. Schematic of the IEC 61850 digital substation testbed

2.2 Dataset Description

The dataset consists of two files, Train.csv and Test.csv, each containing 1,094 instances and 54
columns. Of these columns, 52 represent predictive features, one records the timestamp (time), and
one contains the target class label. Initial data inspection identified no missing values or duplicate
rows in either file. The 52 predictive features were organized into four groups according to their
functional roles in the substation monitoring environment, as summarized in Table 1. Fig.5 presents
the number of features in each group. The timestamp was removed before modelling so that models
could not exploit the order in which experiments were run. The class distribution, reported in Table
2 and illustrated in Fig.3 and 4, indicates a moderate imbalance among the five categories. Normal
and Masquerade events together make up 78% of the data, while Fault, the smallest class, has only
41 events. Class balance is identical in the two files.

Table 1
Feature groups used for modelling.
Feature group Number Example features Description
N Diff, stDiff, M k
GOOSE protocol 7 sg um, stnum, state_cb, sqDiff, stDiff, .essage counters, brea er. st.ate, sequence
timelLastMsg, recentChange differences, and message timing

Consistency and 11 MU1Cs—MUA4Cs, Cs, consistency, Consistency checks across MUs and relay
relay flags any_relay, MU1lLog—MU4Log logic indicators

. Aggregate three-phase voltage and current
Aggregate electrical 2 threePhaseVSum, threePhaseCSum gsres P &

measurements

Per-MU 32 threePhaseVMU1-4, voltage/current  Electrical measurements reported by
measurements phase angles, IED4_iA—iC individual MUs and the Protection IED
Total 52 - Predictive features used for classification
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Table 2
Class distribution of the dataset
Class Events Share (%) Description
Normal 455 41.6 Legitimate operation
Masquerade 397 36.3 Messages associated with an impersonated device
Injection 101 9.2 Falsified values inserted into the data stream
Replay 100 9.1 Previously captured messages retransmitted
Fault 41 3.7 Physical short-circuit event
Total 1,094 100.0* —

455

400

300

Events

200

100

Normal

101
[

Fault

397

100

Injection Masquerade Replay

Fig. 3. Number of events per class.

323



Applied Expert Systems and Knowledge Management
Volume 1, (2026) 318-343

Normal

Fault .

Injection

Replay

Masquerade

Fig. 4. Class shares in the dataset.
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Fig. 5. Number of features in each feature group.
2.3 Dataset Description
Before model training, Train.csv and Test.csv were compared to assess their independence. Both

files contain the same 1,094 timestamps and class labels. After aligning records by timestamp, 49 of
the 53 non-label features were identical, while four protocol features differed: sqDiff (65%), stDiff
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(68%), timeLastMsg (69%), and recentChange (56%), as shown in Fig. 6. This overlap indicates that
Test.csv is not an independent test set.

timelLastMsg 69%

stDiff 68%

sqDiff 65%

recentChange 56%

o

20 40 60 80 100
% of events whose value differs (Train vs Test)

Fig. 6. Percentage of events with different values between Train.csv and Test.csv for the four
recomputed protocol features.

Two evaluation protocols were considered. Protocol A follows the original train test split, while
Protocol B uses stratified five-fold cross-validation on Train.csv with a fixed random seed of 42. In
each fold, four subsets are used for training and the remaining subset for validation, ensuring that
each event is evaluated once without being included in that fold's training data Fig. 7. The two
protocols and their roles in model evaluation are summarized in Fig. 8. Protocol B provides the
primary basis for evaluating model performance. However, the absence of experimental run
identifiers means that related events may appear in different folds, potentially leading to optimistic
estimates.

Stratified 5-fold CV (orange = held-out fold)

Fig. 7. Stratified five-fold cross-validation procedure used for model evaluation.
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Fig. 8. Overview of the two evaluation protocols.

2.4 Exploratory Data Analysis

Exploratory data analysis was conducted to examine differences in electrical and communication
features across the five classes. Fig. 9 shows that the circuit-breaker state (state_cb) is O for all Normal
events and 1 for all Fault events. It is also 1 in 91% of Masquerade events but only 12% of Replay

events.

100
state_cb=0 -
mmm state_ch=1
80
(1]
c 60
8]
-]
¥
S
2 40
20
0
Normal Fault Injection Masquerade Replay
class

Fig. 9. Distribution of circuit-breaker state (state_cb) across the five event classes.

Fig. 10 shows that the consistency flag is 1 for 98% of Normal events but only 6% of Masquerade
events, while 84% of Replay events remain consistent. These patterns suggest that Masquerade
events often exhibit inconsistencies between breaker commands and electrical measurements,
whereas Replay events may resemble normal traffic. The inter-message timing feature (timelLastMsg)
is strongly right-skewed. As shown in Fig. 11, its median is 619 for Normal events and ranges from
228 to 311 for the other classes. Fifteen observations with non-positive values are excluded from the
logarithmic-scale plot. Fig. 12 presents the Pearson correlation heatmap for selected protocol,
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consistency, and aggregate electrical features. Most features show weak linear correlations, although
notable relationships exist among state_cb, consistency, and recentChange. This finding motivates
the evaluation of non-linear classifiers alongside conventional models.

100
|
80
60

% of events

40

20

consistency=0
mmm consistency=1

Normal Fault Injection Masquerade Replay
class

Fig.10. Distribution of the consistency flag across the five event classes.

) i i

o
‘©
@ 102
D
o
j@)]
(%)
=
-
(%2}
T 10t
)
£
100 .
Normal Fault Injection Masquerade Replay
class

Fig. 11. Class-wise distribution of timeLastMsg on a logarithmic scale; 15 non-positive observations are omitted.
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Fig. 12. Pearson correlation heatmap of selected protocol, consistency, and aggregate electrical features.
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Fig. 13 shows the PCA projection of standardized features, while Fig. 14 presents the
corresponding t-SNE projection. Both visualizations indicate relatively compact clusters for Normal
and Masquerade events, whereas Injection and Replay events overlap with other classes, suggesting

that distinguishing these categories may be challenging.

PC2 (16.6%)

PC1 (21.9%)

L KX N N

Normal

Fault
Injection
Masquerade
Replay

Fig. 13. PCA projection of standardized features, with observations colored by class.
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Fig. 14. t-SNE projection of standardized features, with observations colored by class.
2.5 Preprocessing

All 52 features were used to train the machine learning models. Since the dataset contained no
missing values, no imputation was required. Logistic Regression, Support Vector Machine (SVM), and
k-Nearest Neighbors (k-NN) were trained using standardized features. Standardization was
performed within each training fold to prevent data leakage during cross-validation. Tree-based
models used the original feature values because they generally do not require feature scaling. No
resampling was applied to balance the classes. Instead, macro-averaged evaluation metrics were
used to assess model performance across all five classes, giving equal importance to each class.

2.6 Base Classifiers

Seven machine learning classifiers were selected for comparison: Decision Tree, Random Forest,
Extra Trees, Gradient Boosting, Logistic Regression, Support Vector Machine (SVM) with an RBF
kernel, and k-Nearest Neighbors (k-NN). These models represent different learning approaches,
including individual decision trees, tree ensembles, linear classification, kernel-based learning, and
instance-based classification. Most hyperparameters were kept at their default settings to establish
a baseline without extensive tuning on the relatively small dataset. The main settings used for each
model are summarized in Table 3. All models were implemented using scikit-learn version 1.8.0.
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Table 3
Configuration of the base classifiers and stacking ensemble

Model Key settings Scaling
Decision Tree Gini criterion, unlimited depth, random seed 42 No
Random Forest 300 trees, Gini criterion, bootstrap sampling, random seed 42 No
Extra Trees 300 randomized trees, random seed 42 No
Gradient . . .
Boosting 100 boosting stages, maximum tree depth of 3, learning rate of 0.1, random seed 42 No
Il%zgglrsetlscsion L2 regularization, C = 1, maximum 3,000 iterations Yes
SVM (RBF) C =1, gamma = scale, probability estimates enabled Yes
k-NN 5 neighbors, Euclidean distance Yes
Stacking Seven base classifiers, Logistic Regression meta-learner (C = 10), internal 3-fold Per base
Ensemble cross-validation model

2.7 Stacking Ensemble

A stacking ensemble was developed to examine whether combining the predictions of the seven
base classifiers could improve detection performance. Fig. 15 illustrates the overall structure of the
ensemble. Each base classifier generates class probabilities through three-fold cross-validation on
the training data. The resulting probabilities are combined into 35 features, representing seven
classifiers and five event classes. These features are then used to train a Logistic Regression meta-
learner. During prediction, the base classifiers are fitted again using the complete training set. Their
predicted class probabilities are then passed to the trained meta-learner to obtain the final
predictions. Under Protocol B, the entire stacking procedure is repeated within each outer cross-
validation fold. This ensures that the meta-learner is trained without access to the corresponding

validation events.

Decision Tree

Random Forest

Extra Trees

Training data
(52 features)

Gradient Boosting

Fig. 15. Architecture of the stacking ensemble, showing seven base classifiers generating out-of-fold class

AN

Logistic Regression

Out-of-fold class
probabilities
(7 x5=35)

>

Meta-learner:
Logistic
Regression

SVM (RBF)

k-NN

probabilities for the Logistic Regression meta learner.
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2.8 Evaluation Metrics and Ablation Design

The models were evaluated using accuracy, macro-averaged precision, recall, and Fl-score,
together with the multiclass Matthews correlation coefficient (MCC). Macro-averaged metrics were
used to give equal importance to all five classes, including those with fewer samples. The evaluation
also included per-class precision, recall, and F1-score, confusion matrices, one-versus-rest ROC and
precision—recall curves, and a binary classification analysis to distinguish attack events from normal
events. Training time, prediction time, and learning curves were examined to provide further insight
into model performance.

To understand how different feature groups influenced detection, an ablation study was
performed using Gradient Boosting and cross-validation. Six feature sets were compared: all 52
features, the seven protocol features, the 18 protocol and flag features, the 11 flag features, the 34
electrical features, and the 48 features remaining after removing the four columns that differed
between Train.csv and Test.csv. This analysis helped examine the contribution of protocol
information, consistency flags, and electrical measurements to classification performance. Feature
importance was also extracted from a Gradient Boosting model trained on the full dataset. A fixed
random seed of 42 was used throughout the experiments to support reproducibility. All analyses
were carried out in Python using scikit-learn, pandas, NumPy, and Matplotlib.

3. Results and Discussion
3.1 Comparison of the seven base models and the stacking ensemble

Table 4 and Fig. 16, Fig.17 and Fig. 18 compare the seven base models and the stacking ensemble
under the official train-test split and stratified five-fold cross-validation. On the official split, Random
Forest achieved the highest accuracy (99.27%), followed by Extra Trees (99.18%) and Gradient
Boosting (98.63%). However, their cross-validated accuracies decreased to 82.45%, 81.17%, and
87.20%, respectively. The largest decreases occurred for Extra Trees (18.01 percentage points) and
Random Forest (16.82 points), suggesting that the official split may overestimate performance
because of overlapping events.

Table 4

Performance comparison of the base models and stacking ensemble.

Model Official accuracy (%) Official F1 CV accuracy (%) CV precision CVrecall CVF1 CV MCC
Decision Tree 94.15 0.922 80.35 0.712 0.717 0.714 0.709
Random Forest 99.27 0.990 82.45 0.753 0.636 0.631 0.738
Extra Trees 99.18 0.990 81.17 0.690 0.631 0.617 0.717
Gradient Boosting 98.63 0.980 87.20 0.828 0.775 0.791 0.809
Logistic Regression 85.10 0.690 78.52 0.596 0.568 0.558 0.674
SVM (RBF) 82.36 0.588 79.98 0.598 0.558 0.540 0.700
k-NN 85.37 0.704 77.51 0.587 0.580 0.547 0.660
Stacking Ensemble 91.41 0.833 83.27 0.756 0.673 0.690 0.748

Gradient Boosting performed best under cross-validation, achieving 87.20% accuracy, a macro-
F1 score of 0.791, and an MCC of 0.809. The stacking ensemble achieved 83.27% accuracy and a
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macro-F1 score of 0.690, so it did not outperform its strongest base model. Its lower performance
may reflect limited data for training the meta-learner, weak predictions from some base models, and
the strong performance of Gradient Boosting. The ensemble also required 17.6 s to train, compared
with 4.0 s for Gradient Boosting Fig.19. Therefore, Gradient Boosting was the more suitable model
for this dataset.

mmm Official split mmm 5-fold CV

100

Stack

9

o

8

(=}

Accuracy (%)

7

o

60

Fig.16. Accuracy of each model under the official split and under 5-fold cross-validation. The dashed line marks
99%.

mmm Official split mmm 5-fold CV
1.0

0.

0.
0.
0.
0.0
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Macro-F1
o ©

~

N

Fig.17. Macro-F1 of each model under the official split and under 5-fold cross-validation.
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Fig.19. Training time against cross-validated accuracy (logarithmic time axis).

3.2 Per-Class Classification Performance

Table 5 and Fig.20 ,Fig.21 and Fig. 22 show the class-wise performance of Gradient Boosting. The
model achieved strong results for Fault (F1 =0.952), Masquerade (0.936), and Normal (0.915) events.
However, Injection and Replay were more difficult to classify, with F1 scores of 0.624 and 0.526,

respectively.
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Table 5,

Per-class performance of Gradient Boosting under five-fold cross-validation.

Class Precision Recall Fl-score Support
Normal 0.882 0.952 0.915 455
Fault 0.930 0.976 0.952 41
Injection 0.682 0.574 0.624 101
Masquerade 0.912 0.962 0.936 397
Replay 0.732 0.410 0.526 100

The confusion matrix shows that 37 of 100 Replay events and 20 of 101 Injection events were
classified as Normal. Another 21 Injection events were misclassified as Masquerade. These errors are
important because attacks classified as Normal may remain undetected. The stacking ensemble also
showed a substantial difference in Replay recall between the official split (93%) and cross-validation
(34%), suggesting possible overlap between the training and test records. However, this explanation
requires confirmation through direct record-level comparison. Injection recall remained low at 19.8%

under both protocols.

Normal

Fault

Injection

True

Masquerade

Replay 37 1 6
) ‘(\a\\ ¢ NS WO
. eC
W W
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A
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13
80
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L
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&
-40
1
-20
41
-0
e N
2 Q@Q\a

Fig.20. Confusion matrix of Gradient Boosting under 5-fold cross-validation.
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Fig.21. Per-class F1 of every model under 5-fold cross-validation.
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Fig.22. Per-class recall of every model under 5-fold cross-validation.

The two confusion matrices for the stacking ensemble make the effect of leakage visible. On the
official split Fig. 23, Replay recall is 93% (93 of 100 events), whereas under cross-validation in Fig. 24.
it is 34%. The Replay events in the official test file were already in the training data, so the model had
seen them. Injection recall, in contrast, is 19.8% under both protocols, which suggests that the
ensemble cannot separate Injection from Masquerade on these features even when it has seen the

events.
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Fig.23. Confusion matrix of the stacking ensemble on the official split (counts).
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Fig.24. Confusion matrix of the stacking ensemble under 5-fold cross-validation.

3.3 Ranking quality and confidence

Table 6 presents the ROC AUC and average precision of the stacking ensemble under five-fold
cross-validation. The model achieved high ROC AUC values for Fault (0.997), Masquerade (0.971),
and Normal (0.963), while Replay and Injection achieved 0.847 and 0.794, respectively.
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Table 6

ROC AUC and average precision of the stacking ensemble.

Class ROC AUC Average precision
Normal 0.963 0.925
Fault 0.997 0.970
Injection 0.794 0.350
Masquerade 0.971 0.915
Replay 0.847 0.487

The precision and recall results in Fig.25 and Fig.26 show that average precision was particularly
low for Injection (0.350) and Replay (0.487), compared with Fault (0.970). This indicates that the
model struggles to identify these attack classes reliably. Fig.27 also shows that some incorrect
predictions had maximum probabilities between 0.85 and 1.0, meaning that high confidence did not
always indicate a correct prediction.

For binary attack-versus-Normal classification, Gradient Boosting achieved 91.41% accuracy,
0.945 precision, 0.906 recall, and 0.925 F1-score. Random Forest achieved 89.03% accuracy and
0.859 recall. Thus, approximately 9.4% of attacks were missed by Gradient Boosting and 14.1% by
Random Forest. These results suggest that binary classification simplifies the task but does not

eliminate missed attacks.
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Fig.25. One-vs-rest ROC curves of the stacking ensemble under 5-fold cross-validation.
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Fig.26. One-vs-rest precision-recall curves of the stacking ensemble under 5-fold cross-validation.
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Fig.27. Distribution of the maximum predicted class probability for correct and wrong predictions of the
stacking ensemble.

3.4 Feature Importance and Ablation Analysis

Fig.28 shows that Gradient Boosting relied mainly on protocol-related and consistency features.
The five most important features were state_cb (0.271), consistency (0.232), stDiff (0.150), any_relay
(0.098), and timelLastMsg (0.060), accounting for approximately 81% of total feature importance.
Electrical features contributed substantially less to the predictions.
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Fig.28. The fifteen most important features of Gradient Boosting.

Table 7 and Fig.29 support this finding. The seven protocol features achieved 84.28% accuracy, while
combining protocol and flag features increased accuracy to 87.84% and macro-F1 to 0.806. These results
slightly exceeded those of the complete 52-feature set, which achieved 87.20% accuracy and 0.791 macro-
F1. Electrical features alone achieved only 42.41% accuracy and a macro-F1 score of 0.290, indicating limited
discrimination among the five classes.
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Electrical only (34) 42.4
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Protocol + flags (18)
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Protocol (7) 84.3
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Fig.29. Accuracy of Gradient Boosting using different feature subsets under 5-fold cross-validation.
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Table 7.

Feature-subset ablation results for Gradient Boosting.
Feature subset Features Accuracy (%) Macro-F1
All features 52 87.20 0.791
Protocol 7 84.28 0.722
Protocol + flags 18 87.84 0.806
Flags only 11 80.99 0.541
Electrical only 34 42.41 0.290
All except four derived features 48 80.44 0.610

Removing four derived features reduced accuracy to 80.44% and macro-F1 to 0.610, suggesting
that these features contain useful classification information. Overall, protocol behavior, timing,
counters, and consistency were more informative than the electrical measurements in this dataset.

3.5 Learning curve and limitations

The learning curve in Fig.30 shows that training accuracy remained close to 100%, while validation
accuracy increased from approximately 22% with the smallest training subset to 87% with the full
training folds. Since validation performance had not clearly plateaued, additional training data may
improve the model. The difference between training and validation accuracy also suggests possible
overfitting.

Four limitations should be considered. First, the dataset is relatively small, particularly for Fault
events, which contain only 41 samples; one event changes recall by approximately 2.44 percentage
points. Second, related events from the same attack run may appear in different cross-validation
folds, potentially producing optimistic estimates. Group-based cross-validation using attack-run
identifiers would help address this issue. Third, default hyperparameters and the absence of class-
imbalance correction may limit performance. Hyperparameter tuning, class weighting, and
resampling could be investigated using leakage-aware evaluation. Fourth, all observations came from
a single testbed, limiting confidence in generalization to other substations.
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Fig.30. Learning curve of Gradient Boosting under five-fold cross-validation.

3.6 Summary of findings

This study compared seven conventional machine learning models and a stacking ensemble for
classifying Normal, Fault, Injection, Masquerade, and Replay events in an IEC 61850 substation
cybersecurity dataset. Although Random Forest and Extra Trees achieved accuracies above 99% on
the official split, their cross-validated accuracies decreased substantially. Gradient Boosting
performed best under five-fold cross-validation, achieving 87.20% accuracy, a macro-F1 score of
0.791, and an MCC of 0.809. The stacking ensemble did not improve on this performance and
required more training time. Class-wise results showed reliable detection of Fault and Masquerade
events but weaker detection of Replay and Injection attacks. Feature analysis identified protocol and
flag features as the main sources of predictive information, while electrical features alone provided
limited discrimination. These findings are specific to the evaluated dataset and testbed. Improving
detection of unseen attacks will require more diverse labelled data, attack-run identifiers, temporal
information, leakage-aware validation, and testing on independent testbeds. The results also show
that high overall accuracy alone is insufficient to establish reliable cybersecurity detection.

4. Conclusions

This study compared seven machine learning classifiers and a stacking ensemble for detecting
normal events, physical faults, masquerade attacks, replay attacks, and injection attacks in IEC 61850-
based digital substations. The results highlight the importance of checking dataset integrity before
evaluating model performance, as the official training and test files showed substantial overlap in the
underlying events. Under stratified five-fold cross-validation, Gradient Boosting achieved the best
overall performance, with 87.20% accuracy, a macro-F1 score of 0.791, and an MCC of 0.809.
However, the model struggled to identify replay and injection attacks compared with physical faults
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and masquerade attacks. The feature-ablation results also showed that protocol-related and flag
features contributed more to classification performance than electrical features alone. The stacking
ensemble did not improve on Gradient Boosting and required more training time, indicating that a
more complex model does not always provide better results.

Ultimately, this research provides an actionable applied framework emphasizing data integrity
and class wise evaluation for critical infrastructure cybersecurity systems, aligning with a broader
body of recent studies that leverage advanced machine learning and intelligent decision frameworks
to enhance resilience, forecasting, and efficiency across modern smart grid and critical infrastructure
domains [12-20].

This study was limited by the small dataset, the low number of fault events, and the use of a single
testbed. The lack of attack-run identifiers also prevented group-based cross-validation, so some
similarities between training and validation events may remain. Future work should evaluate the
proposed approach using larger datasets, independent testbeds, and more diverse attack scenarios.
Further investigation of class weighting, feature selection, and temporal information may help
improve the detection of replay and injection attacks. Overall, the findings show that careful dataset
preparation and reliable evaluation are essential for developing machine learning-based intrusion
detection systems for digital substations.
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